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Applications
   
	Authentication
	Authorization
	Confidentiality
	Within networks and small sets of networks

Working
Abbreviations Used:
	AS Authentication Server.
	KDC Key Distribution Center.
	TGS Ticket Granting Server.
	SS Service Server.
	TGT Ticket Granting Ticket.

Need
	Authentication-	divide up resources with capabilities between many users
	Restrict user’s access to resources.
	Typical authentication mechanism – passwords.


	But regular password certification is useless in the face of a computer network (as in the Internet)	Systems crackers (hacker) can easily intercept these passwords while on the wire.



Weakness
   
	Single point of failure.
	Requires synchronization of involved host’s clocks.
	The administration protocol is not standardized.
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